Easy PDF Password Security

@‘ - !l'.”. Encrypt PDF/Remove security
! ‘ ; User Documentation

Note: This product is distributed on a "try-before-you-buy" basis. All features described in this
documentation are enabled. The registered version does not insert a watermark in your generated
PDF documents.

1 About Easy PDF Password Security

Easy PDF password security is trusted and reliable utility software for changing the password security of
existing PDF documents. That means you can either protect your PDF files with 40-bit/128-bit encryption,
or remove existing password protection. There are three operating modes available, including single PDF

file, batch PDF files and hot directory.

Easy PDF Password Security also provide a Password Pool function to removes all security settings from

a group of PDF files by using a batch process automatically.

With Easy PDF Password Security, you can set a PDF file if need a password to open, and/or if have

access restrictions. For example, allow or not allow printing, copying content or changing file etc.

Encryption & decryption

Two encryption algorithm optional: 40-bit RC4(Adobe Acrobat 3.0 or above) , 128-bit RC4(Adobe
Acrobat 5.0 or above).

Remove standard password security: 40-bit/128-bit RC4 , 128-bit AES encryption.

Functional diagram:
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2 Functions and Features

» Three modes selectable to run software, including single file mode, batch mode and hot directory
mode.

» Have your PDF files Password protected to protect files from unauthorized access ,and restrict
permission like printing and copying.

» Two encryption algorithm optional: 40-bit RC4(Adobe Acrobat 3.0 or above) and 128-bit
RC4(Adobe Acrobat 5.0 or above).

» Remove standard password security from encrypted PDF files in either 40-bit/128-bit RC4 or 128-bit

AES encryption.

Password pool is available for removing PDF file security automatically.

Auto match encrypted PDF file with passwords in password pool to remove security.

Right-click integration,supports create/remove a context-sensitive menu

Enable to work with hot directory to process automatically.

Supports batch encrypt and decrypt PDF files at the same time.

Software compatible with Windows 98/2000/ME/XP/2003/Vista/7.

Intuitive interface and simple operation.

YV V V V V V V V

Affordable, free trial and upgrade.

A\

dollars.

Easy PDF Password Security does NOT require Adobe Acrobat, which costs you hundreds of
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3 Using Easy PDF Password Security

Under Windows Operation System, Easy PDF Password Security can be started either via the desktop

shortcut, or directly from Windows explorer.

When you start the program, if you haven't registered our product, you will be informed to purchase the

full version.

Then you will be presented with the wizard screen.

[ = Easy PDF Password Security e e . E@ﬁ‘
Easy PDF Password Security

Protection | Hot Directory | Batch Processing | Password Pool

(@ Single PDF Document Security ~— () Hot Directory I
ah To add or remove the password To iy, When POF fi
= protection for single PDF document - t sent

() Batch PDF Documents Security
C i To add or remove the password
= protecti r & batch of PDF

documents

/% Toenable hot directary in windows service, please check the Server Edition.

Please select a mode and dlick MNext' to beain, or 'Exit’ to exit the wizard,

Single PDF Document Security: To encrypt or remove security for only single PDF document.
Batch PDF Documents Security: To encrypt or remove security for a batch of PDF documents.
Hot Directory: To monitor a appointed directory. When PDF files are written in, those files will be

encrypted with pre-set password and sent the encrypted files to an output directory automatically.
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In the the wizard screen, you can click the ﬂ e

and apply to any modes.

[ Settings w-‘

General | Password Pooll

Backup file on remowve restrictions

Append (BAK to existing extensions

) Backup to directory

m
a
I
m

Create context-sensitive menu

If you do not see the pop-up menu in Windows Explorer after
right-dicking a file, dick the button below to re-create or remove
ol the menu.

Remove Context-Sensitive Menu

E TE—

£ Settings wj

icon to configure the settings of software

General| Password Pool
’ Password Pool Password pool
I\‘th.—::a Password pool helps you automated/batch to remove Password pool aims to help you
h— PDF files security. .
automatically to remove the PDF
Try passwords when PDF file loaded in single mode. security.
123
234 ] ]
345 You can input the possible
passwords in password pool and
software ~ will  automatically
match with PDF files.
||
Note: If you have no idea what
||
the password is , Easy PDF
password Security won't work to
remove security.
[ Ok ] [ Cancel ]
} — ﬂ
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Single PDF Document Security

In the the wizard screen, select "Single PDF Document Security" and click "next" to open the single

mode.

- Security Setting r}

Select the POF file which you want to set security and set the password security setting.

'(D' Source PDF File:  D:'Easy PDF\example\example 1.pdf

Browse...

(‘_}‘I Security Method:

Security Level Mone

'l Options
d Printing (High Resolution)

Reguire a password to open the document

123 Document Assembly

Permissions Allow Form Field Fill-in

Use a password to restrict permissions or Signing

Authoring Comments

5
21 and Form Fields

Changing the Document

Allow Content Copying
or Extraction

Content Accessibility
Enabled

Enable copying of content

L & & 8 & 8

Enable text access for screen reader devices for the visually impaired

€ Cannot change the passwords with this unregistered version, Click [About] button below for more details.

'\ Security Ju'{ Properties ;{Add Expiry Datef

Help 6 About < Back ] l Save l

Sawe as... ]

{;1' Options. ..

In single mode, Easy PDF password Security allows to customize settings like Security, Properties and
Add Expiry Date.

Security
Security Method:
Security Level [Iow{qﬂ—tu't; btz n o o) v] D;j:ons
Printing

low(40-bit; Acrobat 3.0 and above’

[¥] Require a password to open Mone |

or Extraction

Document Open Password | high({128-bit; Acrobat 5.0 and above) X Document Assembly
Permissions * Allow Form Field Fill-in
Use a password to restrict permissions or Signing
b4 Authoring Comments
o — -
Permissions Password: 321 and Form Fields
Print Allowed: [None v] * Changing the Document
Changes allowed: [None "] b4 Allow Content Copying
Y4

[ Enable copying of content

Caontent Accessibility
Enabled

-;- Can not change the passwords with this unregistered version. Click [About] button below for more details.
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Two types of encryption are available: low(40-bit) and high(128-bit).

You can set password to either avoid unauthorized access or restrict action on PDF like copying, printing,

etc.
Properties
Add Properties
%Date%
Title: [ 2%Time%
20Original%%
Subject:

In properties option, you can add metadata to the encrypted PDF files with macro parameter or manual
input.

%Date%: Use the date as properties.

%Time%: Use the time as properties.

%Original%: Use the properties of original file as output file's properties.

Add Expiry Date
If you would like to add an expiration date to your PDFs so your viewer cannot open after a time limit that
you set. You can use A-PDF Password Security to add an Expiry Date to PDF easily.

) Do nothing

(") Remove Script

(@ Add Expiry Date

Set time and date expiration of PDF:
2012/ &f 8 Q:00:00

Set expiration hint:

This files has expired at %%Date%:

Can not change the expiration info with this unregistered version. Click [About] button below for more details.
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Batch PDF Documents Security
Select the option Batch PDF Documents Security and push the button Next >, a file list window will be

opened.
| PDF | Add PDF Documents. ( ]
},_:_ What POF documents do you want to encrypt,
Mame Pazsword Size  Moidfied F Y
S=example1,pdf Mo 1,677KB 2012/5(31 12:00:57 D _/%;‘:.
S=example2,pdf Mo 6,014KE 2012/5/31 12:00:58 D Add
S=example3.pdf Mo 3,840 KB 2012/5/31 12:01:01 D
S=exampled,pdf Mo 12,465 KB 2012/5/31 12:01:03 D
S=examples.pdf Mo 43,883 KB 2012/5/31 12:01:07 D %
A=examples. pdf Mo 2,605KB  2012/5/31 12:01:07 D Add Dir
S=example?.pdf Mo 2,253KB  2012/5/31 12:01:13 D
S=exampled.pdf Mo 632KB  2012/5/31 12:01:00 D
Try passwords
Clear

Fl T 2

"11' Options... 9 Help @ About < Back ‘ ‘ Mext = |

You also can click the Try password icon to try to open password-protected files, Easy PDF Password
Security will try file password(s) by using Password Pool automatically, (note: Password pool is a
password list pool which stored commonly used passwords, which can be defined by user, Easy PDF
Password Security can use Password Pool to try open password-protected files automatically).

Password Pool can be defined by clicking "Options-*" button, and then a setting window will be opened.
You can pre-define password in there.

After selecting files, click the button Next >, you will get a Security Method setting window. More detail
about Security Method please see the section Security Method.

Set the security method and click Save to apply the security to files listed or Save as to save all of the

encrypted files to a directory. You will get a resultant list to show if the files encrypted successfully or not.
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Hot Directory

You may want to monitor a directory in a server, when some one copying the PDF files in, the files will be
encrypted and sent to an output directory automatically.
Select the option Het Directory and push the button Next > in wizard screen, a hot directory setting

window will be opened.

| PDF | Hot directory and Encryption Policy Setting. ( ]
},_:_ Set monitored directory; all files written in will be encrypted and saved to output directory,
s All of the operations will be recorded in log files. If you set backup directory, the original POF files will be moved to

) Hot Directory Setting
Monitored Directory: D:\Easy PDF'example . Include Sub-Directory

QOutput Directory: D:\Easy FDF I_,

Log File Directory: .« | |Open Loa Dir | [~ |Backup Directory

& security Methad:

. Opti
Security Level |high(128-bit; Acrobat 5.0 and above) - | EE
= X Printin
|| Require a password to open the document <
Document Open Password | 123 b 4 Document Assembly
PPT.I.-.TiSSiDnS b4 Allow Form Field Fill-in
|| Use & password to restrict permissions or Signing
o ) - o Autharing Comments
Permissions Password: 321 X and Form Fields
Print Allowed: |None A | b4 Changing the Document
Changes Allowed: | MNone = | % Allow Content Copying
or Extraction
...... Enable copying of content % Content Accessibility

""" Enable text access for screen reader devices for the visually impaired Enabled

&9 Can not change the passwords with this unregistered version. Click [About] button below for more details.

"11' Options... 9 Help @ About < Back ‘ ‘ Start

Hot Directory Setting:

»  Monitor Directory, sct the directory to monitor. Even Include Sub-Directory.

>  Output Directory, set output directory where all of encrypted files will be sent to.

» Log File Directory, Log files will be saved in. Log files will record the detail of operation. Such as
when to monitor, which file encrypted, if encrypting successfully or not.

> Backup Directory, if check this option, the original PDF file will be move to the directory after
encrypted.

After setting the directories and security method of output files, click Start button to start work, Stop

button to stop monitoring hot directory.
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4 Ending Your Session
When you have completed your work , then choose the "Exit" option to exit program.

For more information: www.easy-pdf-tools.com
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